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1. TexHnuku MNMpeaycnosu

3a KOPUCTEHE Ha YCayrata eJ1IEKTPOHCKO 6aHKapCTBO 3a KOPNOpPaTUBHUN K/IMEHTU HA
KanuTtan baHKa Heonxo4HoO e ga pacnonaararte Co:

® PaboTHa cTaHuMua co Hajmanky Windows 7 onepaTuBeH cuUcTem;

® IHTepHeT KOHeKUuMja;

* IHTepHeT npenncTysad co noaaplika Ha JAVA (ce npenopadysa Internet Explorer);
® NHcTanupaHa JAVA runtime oKkonumHa (ce npenopayysa paboTa co nocnegHarta
Bep3uja);

® XapABepPCKM TOKEH CO KBa/IMPUKYyBaH aurntaneH ceptudpukat og KUBC;

e CooaBeTHM apajsepu 3a paboTa Ha XapABEPCKUOT TOKEH.

2. KoHdurypauymja Ha JAVA runtime oKonmnHa
2.1.HcTanauuja Ha JAVA runtime okonunHa

3apagm noronema CUMrypHoCT, CeKorall ce npenopadysa paboTa co nocnegHaTa Bep3uja Ha
JAVA runtime okonnHaTa. McTaTa MorKeTe Aa ja npeB3emeTe o4 oduumjanHaTa Beb cTpaHa
NpeKy CNeaHUOT INHK:

https://java.com/en/download/

3a MHCTanaumMja Ha NPeB3EMEHMOT UHCTaNaLMOHeH dajn, NoTpebHa e akTUBHA UHTEPHET
KOHEeKLM1ja, a MHCTaNaumjaTa ce peannsmpa Ha CNeaHNOT HAUYMH:

1.Ha npBuMOT Nnpo3opeL, Koj ce oTBapa ce NpuTMcka Ha kon4deto “Install”:

Java Setup - Welcome — >

Welcome to Java

Java provides access to a world of amazing content. From business
solutions to helpful utilities and entertainment, Java makes your Internet
experience come to life,

Mote: Mo personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[] Change destination folder Cancel Install =
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2. Ha HapegHWNOT NpPo30opeL, Ce YEKA Aa 3aBpLn NPeB3EMaAHHLETO Ha MHCTa1IaUNOHUTE

dajnosu:

Estimated time left: 7 sec

Downloading Java Installer
e—

Downloading Installer
1

Java is found everywhere - on mohbile phones, deskiop computers, Blu-ray
Disc players, set top boxes, and even in your car.

you by Oracle.

By installing Java, you will be able to experience the power of Java, brought to

Visit us at java.com

3. Ha HapegHWOT npo3opeL, ce YeKa Aa 3aBpLUM aBTOMATUO3MPAHNOT MHCTANALMOHEH

npouec:

Java Setup - Progress

Installing Java

Status:

3 B I I I I
Devices Run Java
"i:i’ Java #1 Development Platform m
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4. Ha HapeaHWOT 1 noc/efeH Npo3opeLl, ce NpuUTUcKa Ha KondyeTo “Close” co wTo ce
3aBpLUyBa MHCTanaumjaTa:

Java Setup - Complete — >

% You have successfully installed Java.
Important Information about Oracle Java SE Roadmap:

Changes are coming which will impact your access to future releases of
Java SE from Oracle. Corporate users will be impacted as soon as
January 2019. For additional guidance please follow the link below,

More information on roadmap

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.
More about update settings

Close
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2.2. Pecetupare Ha JAVA runtime oKonuHa (onunoHo)

Bo cnyyaj Ha npobnem co HajaBaTa Ha an/IMKaLmMjaTa 3a eNeKTPOHCKO HaHKapCTBO 3a
KOPMOopaTUBHM KNMEHTMU MOXE Aa ce jaBM noTpeba Aa ce u3BpLIn peceTuparbe Ha JAVA
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runtime oKosMHa. Toa moxke Aa Ce Hanpaswu Ha CegHNOT HAYNH:

1. Opn “Control Panel” ce npuctanysa Ha Java (32-bit):

[E5] All Control Panel Items

1 s Control Panel » All Control Panel ltermns

Adjust your computer’s settings

% Administrative Tools
% BitLocker Drive Encryption

[y Date and Time
s Devices and Printers
4 File History
@ HD Audio Manager
ﬁ Infrared
Internet Options
ﬂ? Language
5% Metwork and Sharing Center
rz'i Programs and Features
3 RemoteApp and Desktop Connections
@: Speech Recognition
Systern
82, User Accounts
B Work Folders

[ AutoPlay

O Color Management

LTEI Default Programs

@ Ease of Access Center

Flash Player (32-bit)

4 HomeGroup

@ Intel(R) Rapid Storage Technology
(&) Java (32-bit)

d.a Mail (Microsoft Outlook 2016} (32-bit)
Phone and Modem

& Recovery

P Security and Maintenance
£ Storage Spaces

Taskbar and Navigation
ﬂ' Windaows Defender Firewall

Search Control Panel

v O

View by:  Small icons =

% Backup and Restore (Windows 7)
Credential Manager

ﬁ Device Manager

File Explorer Options
A Fonts

8 Indexing Options

a Intel® Graphics Settings

Keyboard

Mouse

3 Power Options

@ Region

iﬂ. Sound

@ Sync Center

Troubleshooting

i-h Windows To Go




2. Bo npo3opeuoT WwTo Ke ce otBopwu, Bo AenoT “Temporary Internet Files” ce nputrcka Ha
KonyeTo “Settings...”:

[éj lava Control Panel — b4

About

View version information about Java Contraol Panel.

Metwork Settings

Metwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser, Only advanced users should modify these settings.

| Netwark Settings. ..

Temporary Internet Files

Files you use in Java applications are stored in a spedal folder for quick execution later. Cnly
advanced users should delete files or modify these settings.

| Settings... || View...

Java in the browser is enabled,
See the Security tab

[ ok || Cancel || ey
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3. Ha HapeaHMoT npo3opeLl, ce nputucka Ha konyeto “Delete Files...”:

Temporary Files Settings x

kKeep temporary files on my computer .

Location

Select the location where temporary files are kept:

|adminish’ator‘lAppDaE‘u_umlan\SunUaua\Depﬂuyment‘lﬁdm | Change...
L

Disk Space

Select the compression level for JAR files: Ihlone [ |

Set the amount of disk space for storing temporary files:

& 327685 MB

| Delete Files... | | Restore Defaults

[ oK || Cancel |

4. Ha HapeAHWOT Npo30peL, Ce CeNIeKTUpPaaT cUTe NOHYAEHM ONUMM U Ce MPUCTUCKA Ha
KonyeTto “OK”:

Delete Files and Applications X

& Delete the following files?

Trace and Log Files

Cached Applications and Applets
Installed Applications and Applets

[ ok | | canel |
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5. Op Tools (Alt-X) meHnuTo Bo Internet Explorer ce nsbupa onuujata “Internet Options”:

p,l P

U ksl
Print *
File »
Zoom (100%) >
Safety b

Add site to Apps

View downloads Ctrl+J
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

6. Bo HoBooTBOpeHMOT npo3opel, (tab General) ce npuTncka Ha kKonyeTto “Delete”:

Internet Options T X

General Security Privacy Content Connections Programs Advanced

Home page

@ To create home page tabs, type each address on its own line,

about:blank
| Use current | | Use default | | Use new tab

Startup

() Start with tabs from the last session

(®) Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs
Browsing history

Delete temparary files, history, cookies, saved passwords, and web
form information,

[ Delete browsing history on exit

[Beeie ]| setings |

Appearance

Colors || Languages || Fonts || Accessibility |

| oK | | Cancel | | Apply |
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7. Bo HOBOOTBOPEHMOT NPO30peEL, Ce CeNeKTUPaaT CAeAHUTE ONUMN U Ce NMPUTMUCKA Ha
KonyeTto “Delete”:

Delete Browsing History >

Preserve Favorites website data

Keep cookies and temparary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance.

[ History
List of websites you have visited.

[ ] Download History
List of files you have downloaded.

[ ] Form data
Saved information that you have typed into forms,

[ | Passwords

Saved passwords that are automatically filled in when you sign in
to a website you've previously visited,

[ ] Tracking Protection, ActiveX Filtering and Do Mot Track

A list of websites exduded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about yvour visit, and exceptions to Do Mot Track requests,

About deleting browsing history Delete Cancel
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2.3. Hagrpap6a Ha nocnegHata Bep3uja Ha JAVA

3apagm noronema CUrypHoCT, Cekorall ce npenopadysa paboTa co nocnegHaTa Bep3uja Ha
JAVA runtime oKkonuHata. Jokonky JAVA runtime okoniMHaTa BEKe e MHCTa/InpaHa, uctata

MOMe [a Ce HaArpagm Ha nocnegHata Bepsnja npeky Update tab og Java Control Panel
npeKy NpuTncKame Ha konyeto “Update Now”:

[ﬁj lava Contraol Panel — b4

General Update Java Security Advanced

. E The Java Update mechanism ensures you have the most updated version of the Java
51 platform. The options below let you control how updates are obtained and applied.
_—

Motify Me: EBeForE downloading HE |

[+] Check for Updates Automatically Advanced... |

Every Tuesday at 9:00 PM, Java Update will ched: for updates. If an update is
recommended, an icon will appear in the system taskbar notification area. Move the
cursor over the icon to see the status of the update.You will be notified before the
update is downloaded.

I Lipdate Mow

OK || Cancel || Apply
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3. MHcTanaumja Ha ApajBepu 3a TOKEH

AnnukaumjaTta 3a eneKTpoHCKo 6aHKapcTBo Ha KanuTan BaHKa 3a KOPNOPATUBHU KANEHTH
paboTh UCKNYYMBO CO KBAaIMPUKYBAHM CEPTUDUKATM Ha TOKEH U34aLEHN Of, U343BaAYOT Ha
ceptudmratu KUBC. 3a HMBHA npaBaMHa paboTa NOTpebHO Aa ce MHCTaNMpPaaT COOABETHM
ApajBepun, a Toa MOXe Aa ce HanpaBu Ha CNegHUOT HAYUH:

1.[lpajsepuTe MOXe Aa ce NpeB3emMarT Of, C/IeAHNOT UHTEPHET JINHK:
https://www.kibstrust.mk/mk-MK/Home/Support/PomosMK.aspx

JInHKoBUTE 00 ApajBepuTe ce HaofaaT BO AenoT o3HavyeH co PKCS#11 bubnunotekn 3a Ge-
malto ID Prime (.NET 1 MD) PKI TokeHM og, Beb cTpaHaTa LTO Ke ce OTBOPMU:

— [m} *
I\I'E\,\ll “ https:/fwww kibstrust.mk/mk-MK/Home/Support/PomosMK.aspx V] | | Search... o~ | {rﬁ V;:’ {':} @
l’ Moaapoka | KIBSTrust x ||je|
PKCS#11 Bubnuoteru 3a Gemalto ID Prime (.NET u
MD) PKI TorkeHu: (BubnunoTtekute ce notTpebHu 3a
Mozilla Firefox, Kako v 3a Beb cajToT Ha E-gaHoum:
https://etax-fl.ujp.gov.mk/ )
= Windows 32-6UTHM
= Windows 64-6uthu o

Bo moMeHTOT Ha n3paboTKa Ha OBa YNaTCTBO IMHKOBUTE 33 NPEB3eMakbe Ha ApajBepuTte
bune cnegHuTe:

https://www.kibstrust.mk/Storage/Support/Software/IDGo800_PKCS11_Library_x86.msi
https://www.kibstrust.mk/Storage/Support/Software/IDGo800_PKCS11_Library_x64.msi

Of, oBMeE TMHKOBM BO 3aBUCHOCT 0, Bep3ujata Ha Windows onepaTMBHUOT CUCTEM Ce
npessema unun 32-6MTHa unu 64-buTHa Bep3nja Ha ApajsepuTe.
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2. Ce cTapTyBa MHCTa/lalMjaTa Ha ApajBepuTe Co M3BPLLYBakbe Ha NpeB3emMeHnoT ¢ajn, a
Ha NPBMOT NPO30peL, LWTO Ke ce OTBOPU Ce NPUTUCKa KonveTo “Next”:

ﬂ IDGo 800 PKICS#11 libraries v1.2.8 64-bit - InstallShield Wizard *

Welcome to the Installshield Wizard for

IDGo 800 PKCS#11 hibraries v1.2.8 64...
for IDPrime Smart Cards

The Installshield(R) Wizard will install IDGo 800 PKC5#11
libraries w1.2.& &4-hit on your computer. To continue, dick
Mext,

WARMIMG: This program is protected by copyright law and
international treaties.

3. Ha cnegHuoT npo3opel, WTo Ke ce oTBopu ce n3bupa onuujata “l accept the terms in
the license agreement” v ce nputncka konyeto ‘Next”:

ﬁ IDGo 800 PKICS%11 libraries v1.2.8 64-bit - InstallShield Wizard >

Please read the following license agreement carefully.

END USER LICENSE AGREEMENT "

IMPORTANT-READ CARFFULLY: This End-User License Agreement for

Gemalto software ("EULA”) is a legal and binding agreement between vou and

the subsidiary or affiliate of Gemalto WV, (“Gemalto™) that distributed this

version of the Software (as defined below) under this EULA (“Gemalto™).

“You™ are a person or legal entity wishing to use the Software. This EULA

governs vour use of all of the Software distnibuted or delivered hereunder.

“Software™ means all computer software, associated media, any printed

materials and atry accompanying “online” or electronic information provided

to vou hereunder. By downloading, instaling, copyving, breaking anvy seal on, b

(®)1 accept the terms in the license agreement: Print

()1 do not accept the terms in the license agreement

InstallShield

<Back [ Next= || cancel
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4. Ha cneaHMOT Npo30peL, LTO Ke ce OTBOPWU ce nputucka Kondyeto “Next”:

‘IE IDGo 200 PKCS#11 libraries v1.2.8 64-bit - InstallShield Wizard

Click Mext to install to this folder, or dick Change to install to a different folder.

’ Install IDGo 800 PKCS#11 libraries v1.2.8 &4-bit to:

C:\Program Files (x86)\Gemalto \IDGo 800 PKCS£11Y

InstallShield

<Back || MNext> ] Cancel

5. Ha cnegHunoT npo3opel, WTO Ke ce 0TBOpM ce NpUTUCKa Konyeto “Next”:

ﬂ |DGo 200 PKICS#11 librariezs v1.2.8 64-bit - InstallShield Wizard X

Do you want to support multi-PIN?

Yes

Mo

InstallShield

<Back | HNext> 1|  Cancel
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6. Ha cnegHuoT npo3opel, WTo Ke ce 0TBOPM ce NpUTUcKa Konyeto “Install”:

ﬂ IDGo 800 PKCS%11 libraries v1.2.8 64-bit - InstallShield Wizard

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

s [EmE] | o

7. Ha cnegHunoT npo3opel, WTo Ke ce 0TBOpM ce NpuTUcKa Konyeto “Finish” co wto ce
3aBpLlUYyBa MHCTaNauMjaTa Ha apajsepuTe:

ﬁ IDGo 800 PKCS#11 libraries wv1.2.8 B4-bit - InstallShield Wizard *

InstallShield Wizard Completed

The Installshield Wizard has successfully installed IDGo 200
PKCS#11 libraries v1.2.8 64-bit, Click Finish to exit the wizard.

<geck  |[TEnsh ] [ cancel

www.capitalbank.com.mk 15




4.HaropgyBatbe Ha Internet Explorer

3a paboTa co anauKaLumjaTa 3a eneKTPoHCKo 6aHKapcTBo Ha KanuTtan BaHKa 3a
KOpNopaTMBHM KAMEHTU NPENOpPaYaHo e Aa Ce KOpUCTU NpeancTyBayoT Internet Explorer
npu WTo e NoTpebHO Aa ce HanpaBaT HEKOW Haroayeakba. Toa ce NpPaBu Ha CAegHNOT

HAYWNH:

1. Op Tools (Alt-X) meHuTo Bo Internet Explorer ce nsbupa onunjata “Internet Options”:

P~ | o g

Print 3
File ¥
Zoom (100%) »
Safety ]

Add site to Apps

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet options
About Internet Explorer

2. Bo npo3opeLoT WTo Ke ce oTBopwM ce n3bupa tab Security, ce cenektupa 3oHata “Trusted

Sites” u ce npuTKCKa Ha KonueTo Sites:

www.capitalbank.com.mk

Internet Options

General Security  Privacy Content  Conmections  Programs  Advanced

Select a zone to view or change security settings,

@ ¢ v O

Internet  Local intranet  QEEEEEREEEE  Restricked
sites
Trusted sites ]
: ! ; L Sites
’ This zone contains websites thak you =i
trust not ko damage your computer or
wour files,

You have websites in this zone.

Security level For this zone

Custom
Cuskorn settings,
- To change the settings, click Custom level,
- To use the recommended settings, click Default level,

[CJEnable protected Made (requires restarting Internet Explorer)

| Custom level,.. || Default level |

! Reset all zones ta deFault level |

OF I | Cancel i Apply
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3. Bo npo3opeuoT wro Ke ce otsopu Bo noseto “Add this website to the zone:” ce BHecyBa
NHTepHeT agpecarta: https://ebank.capitalbank.com.mk u ce nputucka Ha Konueto Add, a

rnoToa ce NpUTUCKa Ha KonyeTo “Close”:

4. Bo npo3sopeuoT Internet Options Bo tab Security 3a 3oHaTta “Trusted Sites” ce nputucka

Trusted

Yfou can add and remove websites fram this zone, All websites in
4 this zone will use the zone's security setkings,

Add this website to the zone:
| it ebank. capitalbank.com.mk/ | | Add

Websites:

A Remove

L

[CJrequire server verification (htkps:) For all sites in this zone

Ha KonyeTto “Custom level...”:

www.capitalbank.com.mk

Internet Options

General  Iecurity  Privacy  Content Connections  Programs  Advanced

Select a zone ko wiew or change security sektings,

@ ¢ |/|0

Inkernet Local intranet § Trusted sites | Restricted
sites

Trusted sites

V/ This zone contains websites that you
trusk not o damage yvour computer or
walr Files.
You have websites in this zone,

Sikes

Security level For this zone

Custom
Zuskom settings.
- Ta change the settings, click Custom level,
- Touse the recommended settings, click Default level,

[CJEnable Protected Mode (requires restarting Internst Explarer)
| Custom level. .. | | Default level

| Reset all zones to defaulk level |

i (a4 Cancel ' Spphy
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5. Bo npo3opeloT WTo Ke ce oTBOpM Kaj onumjaTa “Initizalize and script ActiveX controls
not marked as safe for scripting” ce nsbupa “Enable”, na ce npuctmucka Ha Konyeto “OK”:

Security Settings - Trusted Sites Zone

Setkings

(®) Enable ~
l:::l Prompk
Ii'l Cownload unsigned Activel controls
() Disable
(®) Enable

|#| Initialise and script Activer controls not marked as safe For s

() Disable

(®) Enable

|#| Only allows approved domains ko use Activel without prompt
() Disable
(®) Enable

Ii'l Run Activer controls and plug-ins

() Administrator approved
Y Micshla b
< >

* Takes effect after vou've restarted yaur computer

Reset custom setkings

Resetto: | Medium (default) v Reseb..

| (874 | | Cancel
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6. CTapTyBakbe Ha an/iMKauuMjaTa 32 e/1eKTPOHCKO BaHKapPCTBO 33 KOPNOPATUBHU KANEHTMU.
3a npu1cTan Ao ansvKauujaTa 3a e/1eKTPOHCKO 6aHKapcTBo Ha Kanutan baHka 3a
KOpropaTMBHU KAMEHTH NOTpebHO e Aa ja oTBopuTe aapecata https://ebank.capitalbank.

com.mk/corporate.

Mpw NpBOTO NpUCTanyBakb€ Ha OBaa agpeca Ke ce 0TBOPU CAeAHUMNOT Npo3opeL;:

Do you want to run this application?

Name: CorporateSecurity

Publisher: SAGA DOQ BEQOGRAD

Location: https:/febank?. capitalbank. com.mk

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[+] Do not show this again for apps from the publisher and location above

g More Information [&n || concel |
N

Kaj oBoj npo3opel, ce n3bupa onuujata “Do not show this again for apps from the pub-
lisher and location above”, na ce npuTrcka Ha KonyeTto “Run”.

lNoToa ce oTBOpa NPo30peLoT 3a BHec Ha PIN of KBanMPUKYBaHNOT cepTUDUKAT CO KOj
KOPUCHMKOT CaKa Aa Ce HajaBM Ha an/iMKalumjaTa 3a eNeKTPOHCKO BaHKapCTBO:

Hajaea >
Mabepere yutay: |[Gemalto USB SmartCard Reader 0 -
Buecerte PIN: |------|

0K

Mo ycneweH BHec Ha PIN 3a cooaBETHMOT KBa/IMPUKYBaH cepTUUKAT, Ha KOPUCHUKOT My
ce 0OBO3MOMKYBa NpucTan 4o anjnKalumjaTa 3a eNeKTPOHCKo 6aHKapcTBo Ha Kanutan baHKa
32 KOPNOPATUBHU KINEHTH.
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